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Introduction

Privacy protection is likely to be one the main issues surrounding biometrics and its applications. A sharp
debate has emerged about whether biometric systems constitute a threat to privacy and a demeaning
technology. Discussion has chiefly focused on biometric data, considering data protection as the main
safeguard of biometric privacy. Unfortunately, scholars have often taken as granted that biometric data and
privacy were almost the same, assuming that privacy is mainly about various degrees of anonymity and
personal data ownership. In this paper, | will argue that privacy — at least in its personal dimension — concerns
the integrity of the private sphere rather than its contents (data or whatever else).

The first two chapters will be devoted to the rise of the information revolution and the notion of personal data.
In the central part of the article, made up by five chapters, | will examine the notion of privacy in its personal,
biological, and psychological dimensions and the main threats to it. Finally, in the two final chapters, | will
discuss the main implications of the previous analysis on biometric privacy protection, and | will summarise my
conclusions.

Epochal Revolutions and the Rise of the notion of Data

Human civilization has experienced three fundamental revolutions, which overturned the human fabric, and
created a totally new world, encompassing epochal technological, economic, social, and religious
transformations. All these revolutions involved the transformation of a natural item into a new commodity. The
appearance of a new commodity created in human societies a surplus of material wealth that contributed to
originate new social relations and roles, ways of living, worldviews.

The first revolution was the agricultural revolution during the Neolithic period, which started around 10.000
B.C., first in the Levant, then gradually spreading, across millennia, throughout the Mediterranean basin and
to continental Europe. Scholars speak of “Agricultural Transition” to indicate the gradual shift from hunting and
gathering to agriculture and farming. Hunter-gatherers were nomadic, they moved in small bands, provided
with a very basic social organization, chasing wild animals, and searching for edible plants and fruits.
Agriculture and farming changed all that. Human groups gave birth to sedentary communities organised in
small villages and towns and the population grew. Farming economy also meant the creation of food surpluses,
which promoted trade of food and food related products. The Agricultural Transition provided the material basis
for creating new political structures, centralized administrations, social structures, economy systems, religious
perspectives, a new system for storing information based on writing (Cilingirodlu, 2005). Interestingly enough,
the Agricultural Transition was likely to be also the time when identification systems first became necessary.
Settlements imply travels to keep communities in contact with each other; travellers (e.g., traders, king's
officials, soldiers, pilgrims, etc.) needed to recognise and be recognised abroad. One of the main drivers which
made possible such a dramatic transformation was the creation of a new commaodity, farming products (Price
& Bar-Yosef, 2011). To be sure, animals and plants valued also in hunter-gatherer societies, but they were not
marketable commodities owned by someone rather they were natural items that anyone could get hold of. By
turning animals and plants into commodities, the Agricultural Transition created a large surplus of value that
critically contributed to the Neolithic revolution.

The second revolution was the Industrial Revolution, which is normally believed to have taken place in Great
Britain, continental Europe, and the United States between the mid-1700s and mid-1800s, but whose
prodromes dated back to the 1600s, with dramatic changes in politics, science, economics, warfare, art,
religion, and worldviews. In the second half of the 18th century, England controlled a vast colonial empire and
was the richest country in the world, its population increased by 40% (Stearns, 2020). As a result, the need for
food and clothing grew. In order to meet the demand, craftsmen increased production, using newly invented
machinery. The application of technology to manufacturing soon extended to the iron and coal industries, and
finally also to transportation, thanks to the invention of machines, locomotives, that produced mechanical
energy through the use of steam. The cities populated; the countryside emptied. For the first time in human
history, it was not agriculture that produced most of a country's wealth. Within a few decades, the English
example was followed by other European countries, starting with France and Germany, and the United States
(Stearns, 2020). The industrial revolution was driven by the combination of factors, yet the main driver was
likely to be the rise of a new working system, the factory system (Geraghty, 2007). The essence of the factory
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system relied on 1) systematic use of machines, 2) concentration of labour in a single place, the factory, and
3) the division of labour into numerous simple. repetitive, mechanical phases. The bosses owned the capital
needed to invest in machines and to pay the wages; the workers sold their time'. People had always been
paid for their job, but they did not sell working hours as such, rather they were salaried for their skills, ability,
vigour, etc. They idea that unskilled persons could simply sell their time as commodity was completely
extraneous to ancient civilizations (Heartfield, 2001). The Industrial Revolution created a commodity that
anyone had and could trade without needing any specific competence or knowledge. As with the Agricultural
Revolution, the new commodity generated a cascade of consequences; almost every aspect of daily life was
influenced in some way. Notably, the Industrial Revolution made to emerge also the need for more effective
recognition schemes. “The first passports were issued in France by Luis XIV, and the first legislation in the
West linking personal identities to birth registration was enacted during the French revolution (...) The new
citizen who finally emerged from this process was an unmarked individual who was reliably distinguishable
only through her name, nationality, place and date of birth. Religion, ethnicity, race, cast, social condition, efc,
became (at least in principle) irrelevant in order to identify individuals, making all human beings equal before
the state. In parallel, one of the main tasks (and sources of power) of modern states became to certificate (and
guarantee) citizens’ identities. This was realized by establishing, and ensuring continuity to, an “identity chain”,
starting with civil birth registration and ending with death certificate” (Mordini, Tzovaras, & Ashton, 2012, pp.
3-4)

We are now at the wake of the third epochal revolution, the Information Revolution (Robins & Webster, 2004).
It took millennia to realize the agricultural transition and centuries to complete the industrial revolution. The
Information Revolution is instead progressing at the rate of decades. As the previous epochal transitions, also
the Information Revolution is driven by the rise of a new commodity, say, information. Information has always
existed and been traded; yet information could hardly be called a commodity. To be a real commodity,
information needed to become easily measurable, storable, and interchangeable with other products. This
became possible only in the second half of 1900s thanks to the increasing technological capacity for
disassembling information into smaller, discrete, pieces, called “data”. Data is a Latin word, the plural of '
datum’, "(thing) given," past participle of dare "to give”. Data is "a fact given or granted"2. In principle, the term
“data” can be used to refer to any piece of information, both qualitative and quantitative?; today it is used chiefly
to mean quantitative, numerical, information. Numerical information is generated by slitting continuous
variables into discrete elements and putting them in bi-univocal correspondence with a set of numbers, a
process called “digitization™. Sensors are crucial elements in digitization. A sensor is a mechanical devise,
module, machine which can be modified by an input signal, in a way which is proportional to the magnitude of
the signal; this generates an electric output. Then through the repetitive measurement of the electric output at
certain interval of time, the magnitude of the voltage is turned into a proportional number. Progresses in sensor
technology (coupled with progresses in processing and storing data) dramatically increased our capacity to
extract and manipulate quantitative information from continuous, qualitative, variables. The ability of turning
almost everything into measurable items, codifying them into digits, has been a key historical event, allowing
information to be brought, stored, sold, and marketed. This event marks the Information Revolution as
commodification of plants and animals, and commaodification of labour, marked the two previous revolutions.

Personal Data Protection and Privacy

The concept of “data protection” emerges from the Information Revolution as a consequence of the new
economic value of data. Data protection deals with normative issues related to the new commodity and refers

1“The clock, not the steam-engine, is the key-machine of the modern industrial age (...) The clock ... is a piece of power-machinery whose
‘product' is seconds and minutes” wrote Lewis Mumford (Mumford, 1934, pp. 14-15).

2 The first English use of the word "data" is from the 1640s, meaning "a fact given as the basis for calculation in mathematical problems."
From 1897 the term was used to mean "numerical facts". Finally, in 1946 the word "data" was used to mean "transmissible and storable
computer information" (Online Etymological Dictionary, 2021).

3 Qualitative data is a representation of information in an analogous format; digital data is a representation of it into discrete elements. It
is possible to number analogous information by arranging it along a numerical scale (e.g., mechanical clocks, mercury thermometers,
etc.) and producing approximation measurements, yet only discrete information units can be truly numbered.

4 Digitization should not be confused with digitalization; digitization means analogue-to-digital conversion, digitalization instead concerns
the process of substituting mechanical and human based processes with digital technology.



Page 5 of 14 IET Biometrics

to the regulation of a complex array of activities with the purpose of guaranteeing the free flow and trade of
information. Conventional property rights are hardly applicable to digital information. Electronic information is
disseminated, easily copied and duplicated; moreover, it is increasingly stored on electronic distributed
systems. No-one is any longer capable of knowing where information is stored, not even in which countries,
under what jurisdictions, and who can actually access it. This makes absolute data protection an illusory
endeavour. What is feasible is control over collection and usage of data (Thouvenin & Tamo-Larrieux, 2021).

In such a context, the notion of personal data becomes paramount. Personal data is data extracted from
persons and their private spheres. More precisely, personal data is any piece of information that can be used
to identify a living person or to ascertain his physical presence somewhere and somewhen, like biometric data
which is — so to speak — the paradigm of personal data. The idea of personal data represents a shift from
personal knowledge understood as self-knowledge (attained by introspection) to personal knowledge
understood as knowledge about the self (attained by technical instruments). Knowledge about oneself
becomes detachable from the person. Personal features and qualities, once described only through narratives
and images, can be now expressed in digits, and marketed. Personal data is considered sensitive — thus to be
treated with extra security - when it allows to disclose details about racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade union membership, genetic make-up, a person’s sex life or sexual
orientation, biometrics ( EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
2016).

Personal data protection is related to the notion of privacy, but it should not be confused with it. Privacy is an
ethical value, while personal data protection is a legal notion aiming to protect an economic asset. This mirrored
inter alia by the EU Charter of Fundamental Rights (European Parliament, the Council, and the Commission,
2016) where privacy and personal data protection are addressed in two distinct articles.> The distinction
between these two notions can be sometimes blurred because privacy is also protected by law (as many other
ethical values) and personal data protection includes some ethical components (as it may happen with many
other economic concepts). The confusion between privacy and personal data protection has contributed to
generate a technical conception of privacy, framed in terms of risk management and technical ability to protect
or to penetrate the (informational) private sphere. According to such a perspective, privacy is “the condition of
not having undocumented personal information known or possessed by others” (Parent, 1983), as a
consequence during the last few years most privacy issues have been turned into issues concerning various
degree of data anonymity and ownership. Also, the debate surrounding biometrics and privacy has been more
and more framed in terms of personal data protection (Andrade de, 2011), (Tanwar, Tyag, Kumar, & Obaidat,
2019). To be sure, it is extremely important to protect biometrics data, because of many reasons, not the least
their economic value. Yet even on the day we would be able to secure full and total protection for biometric
data (if ever), the issue of biometrics and privacy will continue to exist because it has its roots in the complex
relationship between personal recognition and the private sphere (Stuart, Bandara, & Levine, 2019).

Before we move on, let us briefly enlighten the two main points that should be retained of the previous chapters,
1) the rise of a new commodity, data, is an epochal event that can only be compared to what happened with
the agricultural and industrial revolutions; datafication of personal information has created the notion of
personal data, which includes also biometric data; 2) biometric privacy protection has been more and more
framed in terms of personal data protection, which is a relevant issue, although it is hardly a matter of privacy,
rather it is a commercial and legal issue. | argue that biometric privacy protection is mainly connected to the
notions of personal identity, human dignity, and respect for personal boundaries. In the next chapters, | will
substantiate my argument by exploring the personal (biological and psychological) origins of privacy and
showing to what extent they are related to the idea of human dignity and to the experience of humiliation.

Biological roots of privacy

Philosophical, political, and social aspects of the relationship between privacy and biometrics are important
issues, | have devoted many articles and books to them (Mordini & Green, 2008), (Mordini E. , 2009), (Mordini
& Rebera, 2011), (Mordini, Tzovaras, & Ashton, Introduction, 2012), (Mordini E. , 2017). However, there is also

5Art.7 and 8
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personal dimension of biometric privacy. This perspective has been always little explored although it is highly
relevant to individuals in real life (Jourard, 1966).

The word “privacy” derives from the Latin privatus, past participle of privo, “I deprive”, “| cut away”. Privacy
thus refers to the state of something that is separated, secluded from others. It refers to the state of being set
apart, belonging to oneself, in contrast to the state of being public or common. The notion of privacy is highly
cultural determined, but it is also undeniable that the need for a private space, where others cannot penetrate,
has roots that are older than historical human cultures, and it can be traced even in animals.

Most animals tend to have outside boundaries of their movement during their everyday activities, these
boundaries describe an area which is called by biologists “home range” (Ford & Krumme, 1979). The notion
of home range is a complex one, because it involves both the idea that individuals need a certain degree of
separateness from individuals of the same species, and the idea that they tend to delimit their own area of
activity and exploration. Moreover, some animals, called “territorial”, show a peculiar attitude to defend an area
of territory around them, which is usually smaller than their home range. There are little doubts that among
most mammalians, and notably amongst primates, the need to maintain a certain degree of independence is
essential. “One basic finding of animal studies is that virtually all animals seek periods of individual seclusion
of small-group intimacy” (Westin, 1967, p. 16).

Also, human beings tend to segment the territory around them (Hall, 1966). In the inner circle there is an area
that is perceived to be private, which is commonly called “personal space.” Most people feel discomfort when
their personal space is violated, and personal spaces can be trespassed only in particular circumstances and
only by selected others. This mechanism is rooted in neurophysiology, as it has been demonstrated by
individuals who lack reactions to personal space violations and show lesions of a small cerebral region involved
in emotional learning and memory modulation, the amygdale (Kennedy, Glascher, Tyszka, & Adolphs, 2009).

Animal studies also provide evidence that crowding may act as an intensifier of stressful condition, and, under
extreme conditions, can itself induce stress reactions or pathological behaviors; the most famous experiment
was perhaps “Universe 25”, also known as the Mouse Utopia Experiment. In July 1968, John Calhoun, an
American ethologist, decided to explore the concept of overpopulation (Calhoun, 1973). Eight white rodents,
the best specimens of the National Institute of Mental Health, were introduced into a square enclosure 2.7 m
on each side, about half a meter high. They were guaranteed unlimited supplies of food and water, the
temperature was a constant 20 degrees, and there was no risk of outside predators. Their life in Universe 25
was just eating and reproducing. A true paradise for mice, which in fact led to the doubling of the population in
a short time (the cage was able to ensure the survival of 3,800 animals). After about a year and a half from the
start of the experiment, the rodent community reached its maximum: 2,200 individuals. From that moment on,
a slow and puzzling degeneration began. Males began attacking females and pups, forcing them to isolate
themselves in higher areas of the cage. The new-borns were left helpless because the mothers were busy
defending their territory. There were also frequent episodes of cannibalism, even though food was always
abundantly available. Younger mice “contested for roles in the filled social system. Males who failed, withdrew
physically and psychologically’. Other mice became pansexual, attempting to have relations with any type of
its similar, regardless of sex and age. On the seventeenth day, population growth came to a complete halt.
The mice still able to reproduce had totally lost the social capacity to do so. Most females did not have a
pregnancy (although biologically fertile). “Male counterparts to these non-reproducing females we soon
dubbed the 'beautiful ones'. They never engaged in sexual approaches toward females, and they never
engaged in fighting, and so they had no wound or scar tissue. Thus, their pelage remained in excellent
condition. Their behavioural repertoire became largely confined to eating, drinking, sleeping and grooming,
none of which carried any social implications beyond that represented by contiguity of bodies.” Almost 4 years
after the beginning of Universe 25, the mouse community had technically died out. The outcome of Calhoun’s
publication shocked the entire scientific community, although some conclusions were partly contested by other
scholars (Ramsden & Adams, 2009).

Also in human beings, studies (Epstein, 1981) have indicated that crowding may have severe effects on
individual performance, social behavior, and health. Increasing the number of occupants of a given
environment increases the number of potentially conflicting goals, until the moment when the individual may
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feel threatened or stressed®. Humans need the chance to retreat into secluded spaces every now and then,
yet they are more adaptable than animals, and their feeling of being crowded does not just depend on objective
factors, such as population density alone, but also by the subjective experience of crowding. The crowd can
even become the way used by humans to defend themselves from the excessive proximity of their fellow man.
In Crowds and Power, Elias Canetti notes, “There is nothing that man fears more than the touch of the unknown
(...) All the distances which men create around themselves are dictated by this fear” yet, quite
counterintuitively, “it is only in a crowd that man can become free of this fear of being touched. This is the only
situation in which the fear changes into its opposite” (Canetti, 1960, p. 6).

Nothing to hide

In a monograph that | published some years ago (Mordini E. , 2008), | narrated Kristine’s story. Kristine was a
patient of mine, a young lady suffering from anorexia, “after some months of treatment, Kristine told me a
bizarre story. She was around seven when she started having the odd impression that her parents were able
to read her mind and to see her feelings. Such a conviction developed little by little. At the beginning, when
she started to suspect that her parents could understand her thoughts, she experienced a very pleasant and
relaxing state because she felt that her wants could be always anticipated and met, and she was freed forever
from the need to ask. But as time went by, this experience became increasingly painful (...) Kristine therefore
decided to ban any mental content when she was in the same room with her parents (...,) With adolescence
Kristine apparently recovered from her delusive belief and she felt free to think again, even in the face of her
parents. But when she was around twenty, her anorexia began”. When | asked why she was that disturbed by
the idea that her parents knew her thoughts, she answered that there was no reason because she had nothing
to hide.

As any boring psychoanalysts would have done, | assumed that her early thoughts were about sexual or
aggressive contents. It was partly true, yet | was missing the point. It took a long time before | understood that
Kristine was literally right, she had nothing to hide, not only in a more obvious Freudian sense (she had no
penis to hide) but in a deeper sense. The original fusional experience with her parents, although initially
pleasant, deprived her from the feeling of having a private mental life. Her early effort to create a condition of
mental emptiness (which was then replicated by her anorexia) was paradoxically the last resort for her to invent
a private identity, say, to exist as an individual. Kristina was hiding that she no longer had anything to hide.

As Kristine’s case shows, the earliest forms of polarity between public and private can be probably traced to
infancy. In early developmental stages infants hardly distinguish between themselves and the environment
(Winnicott D. , 1988). States of wholeness, timelessness and oneness alternate with states in which the
awareness of space, time, and separateness, slowly emerge. Through mother's body, the infant starts
exploring the world and perceiving a distinction between the inward and the outward. The inward is what is
evident to the subject and can become evident to others only if it is communicated. To become an individual,
the child must develop a “internal” space and create boundaries between inner and outer world. The basic
experience which allows infants to realize that they are individuals is when they perceive that their thoughts
and feelings are not immediately perceptible by adults (Winnicott D. , 1960). This is an unpleasant experience
because it originates from having their wants unmet, yet it also teaches infants something fundamental, that
their fellows, even those who love them more, cannot read their thoughts, say, they have an identity distinct
from anyone else identity. This is likely to be the earliest experience of what will become later the notion of
privacy, which therefore implies that (1) some personal contents can be kept secluded (private) if one does
not want to disclose them; and (2) the inner world may be bridged with the outer world through languages
(both verbal and non-verbal). Inward and outward are in a mutual, ongoing, dynamic communication, and the
main difference between private and public spheres does not dwell in any specific content but in the different
rules that govern the two realms. Psychologically speaking, privacy is thus the process of negotiating
boundaries between the inner part of the self and the external world (Jourard, 1966). This negotiation is
influenced both by personal attitudes (subjectivity) and by social and cultural norms, that determine what, in

6 Research of crowding (Boots, 1979) had focused mainly on residential settings (family dwelling, dormitories, and prisons), experimental
laboratory settings and public settings of metropolises (Cox, Paulus, & McCain, 1984).
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each context and historical period, has to be protected as inherently personal, and what can be seen instead
as a public matter.

The well-known argument “nothing to hide, nothing to fear” is not only legally and logically flaw (Solove, 2011)
butitis also psychologically wrong. We do not need privacy to hide anything, rather we need to hide something
(no matter what) to create our private sphere.

Privacy, Identity and Dignity

There is an inextricable link between the notions of identity, recognition, privacy, and dignity. Understanding
this interweaving is fundamental to understanding what is really at stake when it comes to biometric privacy
protection

| argued that human beings become individuals by developing a sense of personal identity which is strictly
related to the perception of having a private internal life. Privacy and identity are two sides of a same coin.
Identity literally means sameness, A is identical to A (A=A) if, and only if, there only a unique A, say, we counted
twice (A and A) what is actually one (A). Personal identity means therefore that each person is unique. This
feeling of uniqueness is what the experience of a private mental life generates throughout the normal
development of a child’”. Could someone know your personal identity? Rigorously speaking, he cannot.
Personal identity is unknowable, because it is unique (to recognise means to know again, to identify someone
or something from having encountered them before). In principle, only God can know your identity. What are
we speaking about then when we speak of personal identification? We are speaking of recognising some
property or quality of an individual which are not indicative of the absolute individuality or uniqueness of the
individual in question. Physical attributes can be told “unique” only by approximation. There is no physical
feature which is absolutely unique?, but all physical features can be recognized by analogy with similar physical
features in other individuals. Once you have examined a fingerprint, you know what fingerprints are and you
can recognise them when you see them for a second time. Something similar happens also with thoughts and
emotions, you can recognize them only by analogy. At the end, we still perceive that something essential
escapes us and that the deepest identity of the other person remains unknown to us. The distinction between
identity and identification is, then, the distinction between who one fundamentally is, in a metaphysical sense,
and how (or in virtue of what) in real life, one may be recognized and recognize. Human beings need both
aspects. We exist as individuals because 1) we represent ourselves as unique autonomous subjects, capable
of free decisions?®; and 2) we are able to use recognized identities.

Both sides of the coin, being a unique autonomous person and using recognised identities, are essential
components of the notion of dignity. Originally, dignity — which comes from the Latin dignitatis - indicated one's
position in society, say, someone’s social rank and value. With the Renaissance, dignity has been increasingly
used to indicate the rank and value of humans in relation to other natural items. These rank and value were
supposed to be the highest because — as it went the argument — human beings were the most marvellous
piece of nature. Finally, from the eighteenth century on, human dignity means that every human being is
unique, and thus priceless, and he participates in the dignity of the whole human species. Each human being
must be respected because he or she is irreplaceable’®. Dignity provides the actual foundation of the
individual, understood as the holder of a unique personal identity.

The EU Charter of Fundamental Rights (European Parliament, the Council, and the Commission, 2016) has
captured quite well this idea. Privacy is primarily addressed in art. 7, yet from a careful reading, it emerges that
the protection of privacy is discussed also in the first, most important, chapter devoted to Human Dignity. The
Article 3 on the Right to the integrity of the person, reads: “1. Everyone has the right to respect for his or her
physical and mental integrity 2. In the fields of medicine and biology, the following must be respected in
particular: the free and informed consent of the person concerned, according to the procedures laid down by
law [...] ”.The context in which Article 3 is collocated points out that “the dignity principle should be regarded

7 I'm not arguing that each person is unique, which would be a pure metaphysical statement, rather | state that in standard conditions we
perceive ourselves as unique, say, we perceive ourselves provided with a personal identity.

8 This point is discussed in my paper “Identity, Identification, Recognition” in the present issue of IET Biometrics.

9 Deciding does not imply acting; in fact, the impossibility of acting does not cancel individuality.

10 This implies that human beings could be never treated as commodities because commodities are by definition fungible, thus replaceable.
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as a tool to identify the cases in which the body should be absolutely inviolable” and that consequently “the
principle of inviolability of the body and physical and psychological integrity set out in Article 3 of the Charter
of Fundamental Rights rules out any activity that may jeopardise integrity in whole or in part — even with the
data subject’s consent’” (European Parliament, 2016). Personal integrity is violated any time that an undue
and unsolicited intrusion “penetrates” the individual’'s private sphere, independently from whether such an
intrusion is tactile, visual, acoustic, psychological, etc. or whether it produces physical or mental injuries. It is
the very intrusion in one’s privacy which offends human dignity.

Privacy thus relies on intimacy and respect. These two terms, intimacy and respect, allow us to approach the
theme of dignity by grasping its two main facets. Intimacy speaks to us of something inviolable and inalienable,
say, the ineffable dimension of personal identity as uniqueness. Respect tells us instead about the relationship
of each one of us has with others, say, the process of mutual recognition. Privacy is infringed when intimacy
and respect are offended, and individuals are undignified.

Respect and intimacy

Respect comes from the Latin respéctu(m), a derivative of respicére meaning 'to look back’, therefore 'to
consider, to have regard’. Respect means both the feeling of deference and esteem towards a person
considered worthy, and the feeling that leads to recognize the rights, the role, the dignity, the decorum of
people or things and refrain from offending them. Lack of respect is the denial of recognition in society. It thus
implies some level of violated dignity.

Intimacy comes from the Latin intimus which means internal, secret. Intimacy is related to the human
experience of disclosing one’s intimate core. Intimacy comes when we voluntary disclose our private sphere,
showing to someone else something that we feel deeply private. Intimacy is nurtured by the ability to make
someone else to access — so to speak — our unique dimension, the ineffable part of what we are. However,
unlike symbiosis, intimacy implies the maintenance of a sense of individuality. It is not fusion, instead it involves
the ability to put oneself in the other's skin without losing one's own. Intimacy requires discretion and respect,
because "to be intimate with another" means "to rely on the hands of someone else". The notion of intimacy
also includes the feelings of modesty and shame (Innes, 1992) Modesty and shame are universal, although
deeply influenced by cultural contexts. In different epochs and in different cultures, they have concerned very
different behaviours, body parts, and social situations, but in their elementary structure they have never
changed (Adams, Anderson, & Adonu, 2004).

Feelings of modesty concern the need to protect intimacy balancing the pleasure for exhibiting. Since we are
hopelessly exposed to others and hopelessly objectified by the gaze of others, modesty is an attempt to
maintain our subjectivity, so as to be “secretly” ourselves in the presence of others. Modesty is not a matter of
clothes, petticoats, or intimate apparel, but a sort of vigilance about the degree of openness and closure
towards the others. Modesty does not protect from nudity, both actual and symbolic, but from nakedness, from
being stripped (or stripping oneself) of decency "'. Modesty protects from the public exchange of personal
intimate details, which is a peculiar feature of contemporary society (Kateb, 2001). To have nothing to hide,
nothing to be ashamed of, and to be ready for revelations of intimacy, is perceived in our time as a way to
express who you are. People are driven to share their psychological and physical intimacy; to expose their
bodies as well as their feelings and emotions. They feel alienated and anonymous in the global crowd and
imagine that by exposing themselves they can be more easily recognised. They think to nurture their identity,
while instead they end up dissipating it. Once publicized, intimacy is dissolved and with it also our most intimate
and unique traits. The last defence against the dissipation of intimacy is the feeling of shame. A lucid defence
of the indispensability of shame was given by Carl Schneider, (Schneider, 1977). To Schneider shame is a
fundamental emotion for protecting the person. We are — he argued - half-open beings, half public and half
private. Shame helps to keep these two conditions in balance.

1 Nakedness is different from nudity. While nudity is the state of absence of clothing, nakedness is a mental state. Nakedness involves
objectification, the process of symbolically turning a person into an object to be appraised. Nudity is an objective, empirical, condition;
nakedness is a symbolic, culturally determined, experience.
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Humiliation

Intrusions into an individual's private sphere and intimacy, threaten simultaneously personal identity and
dignity. We call “humiliation” such an experience of violated dignity, caused by an offense to bodily or
psychological integrity. Humiliation and privacy infringement are two sides of the same coin (Statman, 2000).

The term “humiliation” comes from Latin humilis "lowly, humble," literally "on the ground," from humus "earth,",
it is thus a word which refers to the experience of being knocked to the ground, of having one's face crushed
into dust. Humiliation is basically an experience of degradation. Degradation always implies a certain degree
of self-degradation, as pointed out by Primo Levi (Levi, 1986). Levi shows how physical and psychological
degradations always tend to produce the complicity of the victim; who is degraded often allows himself to be
degraded; to survive (either in metaphorical or in real terms), he agrees to pay the price of degradation; he
accepts — so to speak- to have his face crushed into dust provided he can spare his life. The main consequence
of being humiliated is therefore an injury to self-respect, humiliation is “any sort of behaviour or condition that
constitutes a sound reason for a person to consider his or her self-respect injured” (Margalit, 1996, p. 9). At
the end, degradation destroys the sense of worth and self-esteem.

The feeling to have a recognised is identity is the best shield against humiliation. Recognition is a vital necessity
to preserve a sense of self and, ultimately, a sense of life. Describing life in the extermination camp of
Auschwitz, Primo Levi writes “to live we need an identity, that is, a dignity... [in the camp] the two concepts
coexist, whoever loses one also loses the other, he dies spiritually: without defences, he is therefore also
exposed to physical death” (Levi, 1986, p. 6). | argue that biometric privacy protection should be chiefly
understood in terms of personal recognition, protection of physical and psychological integrity, and, finally,
prevention of humiliating practices.

Biometric privacy protection

Scholars (Agamben, 2008) (Der Ploeg Van, 2005), privacy advocates (Rodota, 2011), national ethical
committees (French National Consultative Ethics Committee on Health and Life Sciences, 2007), international
organisations (UNESCO, 2007) have raised the question of whether biometrics are inherently demeaning, “Do
the various biometric data that we have just considered constitute authentic human identification? Or do they
contribute on the contrary to instrumentalizing the body and in a way dehumanizing it by reducing a person to
an assortment of biometric measurements?” (French National Consultative Ethics Committee on Health and
Life Sciences, 2007). This question relies on three main arguments. The first is that biometrics digitize the
human body, turning it into measurable quantities, and thus commodifies it. The commodification of the body,
ultimately of the person, denies the main premise of the notion of personal dignity, namely the condition of
being unvaluable, priceless. The second argument is that biometrics threaten to bring down people to their
digital identities, making them always visible and preventing any form of privacy and anonymity, “If the
international system did embrace extensive use of biometrics or another globally unique identifier, the move
could signal the effective end of anonymity. It would become feasible to compile a complete profile of a person’s
activities” (UNESCO, 2007). The third argument concerns ‘the juridical-political status (it would be simpler,
perhaps, to say bio-political) of citizens” (Agamben, 2008, p. 201). According to this argument, human beings
have always been recognised through meaningful identifiers (e.g., bodily signs, memories, token, etc.) which
told their history and stories. Such a dimension, full of human meanings, is nullified by biometrics, that are pure
bodily signatures, mechanically extracted from our bodies by impersonal devices. Biometrics would not only
depersonalize the subject, but they would even dehumanize him. They would strip out any cultural dimension
to human beings, turning them into almost branded beasts.

While suggestive, these three arguments present a fundamental flaw because they fail to understand what
biometrics actually are.

Biometrics do not digitalise or informatise the human body, at least no more than digital cameras and most
devises used in medical imaging. The shift from analogous to digital representations is full of meanings and
consequences, yet it does not imply any transformation of the status of the human body. Personal data is not
expression of the commaodification of the body, rather it is a new commaodity generated from already existing
information about it. It is commodification of information about the person, it is not commodification of the
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person. To be sure, personal information turned into a commodity in shape of personal data needs special
protection. Biometric data protection is an important issue, but it is — as | have previously illustrated — a legal
and commercial matter rather than a privacy issue.

Biometrics are not unique identifiers and they do not capture any essence of an individual's identity. They do
not tell who you are (only God could!), much more simply they are a tool to automate personal recognition,
increasing its effectiveness (at least dealing with a large number of people). Personal identification is always
recognition. Biometric devises and systems recognise by approximation what they have already met.
Ultimately, they can only include an individual into smaller and smaller sets, with the objective, that can be
reached only asymptotically, of capturing the ultimate set containing only one member, say, the person to be
identified'. If anything, some reasons of concern are instead posed by wider biometric sets, like those
generated using soft biometrics, because of their potentiality for sorting out people according to some shared
attributes. Very rarely, dictatorships and totalitarian regimes have been interested in personal identification of
large masses of people, rather they have always aimed to create categories of subjects which can be better
controlled, stigmatized, discriminated against, even exterminated (Mordini & Green, 2008).

Eventually biometrics do not strip out biographical and cultural identities to humans, at least no more than
paper IDs, passwords, and tokens. Names are symbols that remind that each one of us is the point of arrival
of generations of human beings who lived, dreamt, loved, suffered, before us. Agamben is right only if one
supposes that biometrics may ever take over individuals’ names. However, this holds true for any bureaucratic
identifier, even the current name system is quite far from the cultural richness and wealth of biographical
information provided by the middle age name system, which included baptised names, patronymics, family
names and names related to a given community or village or guild, nicknames generated by any physical
feature or an episode in a person's life, and so on.

So, biometric privacy protection hardly concerns such epochal philosophical issues. In every-day life people
are hardly concerned with the commaodification of the body and similar matters, rather they may experience
some very unpleasant situations when they are identified through biometrics. Biometrics can humiliate people.
It may happen at least in two ways.

First, people can feel humiliated if they do not fit well with a given biometric system, for instance ‘non-average’
people (the ‘outliers’). Moreover, some biometric systems may perform worse with people who possess (or
don’t possess) a certain feature or characteristic related to, for example, ethnicity, gender, occupation, age,
and so. As a consequence, they may experience difficulties in enrolment o be erroneously rejected. Age,
gender, ethnicity, physiognomy, look and appearance, behaviours, medical conditions, disabilities, and so may
affect the effectiveness of biometric systems, notably in large scale applications. Usually, systems are
designed to offer fallback alternatives, but these are often time-consuming to pursue and can create some
perception of stigma at “failing” the system. For instance, think of a queue in an airport and a senior person
who fails, in the presence of people waiting their turn in the line, to be enrolled or is rejected by the biometric
system. It is not his fault, he could have just a slight deterioration of his fingerprints due to his age, yet it would
be difficult for him to completely avoid the humiliating experience of perceiving himself as “that stupid old man
who is not at ease with modern technology’. Failures in enrolment can also expose medical conditions or
disabilities or just peculiar physical traits that the individual would prefer to keep private; this humiliating
experience can arrive in a public setting or when you are with someone you wish to ignore that detail (e.g.,
your partner, your boss, a colleague of you, a friend). All these examples show how privacy can be easily
violated and dignity offended in a quite banal way, which does not imply any major issue among those usually
discussed by privacy advocates.

The second way in which biometric systems may threaten an individual’s private sphere is by being physically
or psychologically intrusive. For instance, they could force the subject to stay too close to the operator, or they
could force him to take uncomfortable, or ridiculous, or degrading, physical positions. This may depend on

2 Multiple biometrics use a different strategy, instead of attempting of reducing set dimension, they generate various sets by using different
biometric features, then they cross these sets. The person to be identified will be at the point of intersection among all these sets.
Interestingly enough, this is probably how human mind works to recognise people and objects (Ambrus, Eick, Kaiser, & Kovacs, 2021)
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various conditions, notably with ‘non-average’ people, like those who are “too tall” or “too short”, “too thin” or
“too fat”. In all cases, the result is to violate people feelings of intimacy and modesty, to jeopardise their
integrity, to humiliate them. However, only rarely these examples of biometric malpractice depend on
technology design, although it cannot be always excluded. More often they are due to standard operational
procedures, which are designed to optimize system performance and effectiveness paying very little attention
to courtesy and politeness. Unfortunately, privacy impact assessments usually fail to analyse standard
operational procedures, only focusing on technology. This is a very short-sighted approach to real life
biometrics, because in everyday life “polite biometrics” would be paramount to improve people experience with
biometric recognition and technology acceptance.

Conclusions

Information Revolution is changing the human life, methods for human recognition included. The main event,
from which all others are originating, is the increasing technological capacity of converting analogous into
digital variables which has generated a new commodity, data. Biometric data are an instance of personal data,
say, data extracted from the private sphere of an individual. This has led privacy students to suppose that
biometric privacy protection would coincide with biometric data protection. At least from an individual
perspective, this assumption is wrong. The notion of privacy, understood as personal intimate sphere, is hardly
related to what is contained in the private realm (data or whatever else), rather it is related to the very existence
of a private sphere. Privacy relies on having the possibility to hide rather than on actually hiding and on what
is hidden. Consequently, privacy breaches have more to do with bodily and psychological integrity than with
data protection, which is basically a legal and commercial issue. This holds true also for biometric data.

Biometric privacy protection chiefly concerns the strict relationship between personal identity and dignity, being
these two concepts almost the two sides of the same coin. Privacy depends on intimacy and respect.
Humiliation and degradation are the most frequent expressions of privacy breaches in everyday life. Biometric
privacy protection should focus on preventing technology conditions and operating practices that may lead to
turn biometric recognition into a humiliating experience for the individual.
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